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DETAILED ACTION 

1 . This communication is in response to the amendment filed on 7/14/2008. Claims 
1 and 1 1 are cancelled, claims 2, 12 and 13 have been amended. Claims 2-10, 12-13 
are pending. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 2, 10 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Denney et al (US 2003/0061623) referred to hereinafter by Denney in view of 
Momona et al, "Technologies and Standardization Activities in Cable TV Access 
Networks", Technical Report of Institute of Electronics, Information and Communication 
Engineers IN98-164, February 15th 1999, Pages 57-64, Vol 98 No.589, referred to 
hereinafter by Momona. 

4. Regarding claim 2, Denney teaches a device for performing bidirectional control 
in digital bidirectional communication, comprising: 

an interface block for converting a format of input downstream data to generate 
downward data [figure 8: element 702]; 

a CPU which receives the downward data and realizes a MAC (Media Access 
Control) function [figure 8: element 712 and paragraph 16]; and 
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a TEK process block for receiving TEK (Traffic Encryption Key) process data 
obtained from the downward data, analyzing a data structure of the TEK process data, 
and performing decryption processing based on a result of the analysis [paragraphs 
19, 51 and 63]. 

wherein the TEK process block includes: 

a structure analysis block for analyzing an MPEG structure included in the 
received TEK process data and a MAC (Media Access Control) structure buried in the 
MPEG structure to output MAC state information data that represents a state and 
meaning of MAC data having the MAC structure [paragraphs 20, 42 and 85]; 

a decryption block for identifying encrypted part of the TEK process data by 
referring to the MAC state information data, decrypting the encrypted part using TEK 
data for cryptanalysis, and integrating a result of the decryption with unencrypted part 
of the TEK process data [paragraphs 51 and 63]. 

However, Denney does not explicitly teach a structure analysis block for 
analyzing an MPEG structure included in the received TEK process data and a MAC 
(Media Access Control) structure buried in the MPEG structure to perform error 
detection using HCS data and error detection using MAC header information except for 
HCS data. 

Momona teaches a structure analysis block for analyzing an MPEG structure 
included in the received TEK process data and a MAC (Media Access Control) 
structure buried in the MPEG structure to perform error detection using HCS data and 
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error detection using MAC header information except for HCS data [Figure 3 and 
section 2.4.1]. 

At the time of the invention was made, it would have been obvious to an ordinary 
skill in the art to combine Momona's teachings with Denney's device. The 
motivation/suggestion would have been to use the HCS data and the MAC header 
information in the error correction coding based on ITU-J.83 and to modulate before 
sending the MPEG packet [Momona, section 2.4.1 last three lines]. 

5. The method of claim 1 2 has the same limitations as the device of claim 2 and 
hence same rejection rational is applied. 

6. Regarding claim 1 0, Denney teaches that the decryption block performs the 
steps of: 

referring to the MAC state information data to identify encrypted part and 
unencrypted part of the TEK process data [paragraphs 46 and 51]; 

extracting from the TEK process data TEK collation data for selecting TEK data 
[paragraphs 63 and 64]; 

referring to the extracted TEK collation data to select TEK data used for 
decryption from a plurality of items of pre-stored TEK data [paragraphs 63 and 64]; 

converting the encrypted part so as to have a bit width equal to a unit of 
decryption processing and decrypting the converted encrypted part using the selected 
TEK data; and integrating the decrypted data and the unencrypted part, [paragraphs 
65-69]. 
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Allowable Subject Matter 

7. Claims 3-1 0 and 1 3 are allowed. 

8. Regarding claims 3 and 13, although the prior art of record teaches and/or 
suggest that the TEK process block includes a structure analysis block for analyzing an 
MPEG structure included in the received TEK process data and a MAC (Media Access 
Control) structure buried in the MPEG structure, none of the prior art of record alone or 
in combination teaches that the structure analysis block includes: 

a MAC header analysis block for receiving the MAC data position signal 
and the MAC data head position signal and determining a state information for fields 
included in a MAC header of the MAC structure except for an extension header and a 
MACMM (MAC Management Message) header, wherein the MAC header analysis 
block outputs extension header position information data which indicates a position of 
the extension header when the TEK process data includes the extension header, and 
the MAC header analysis block outputs MACMM header position information data 
which indicates a position of the MACMM header when the TEK process data includes 
the MACMM header; 

an extension header analysis block for receiving the extension header position 
information data and checking fields of the extension header to output extension 
header state information data which represents state information of the extension 
header; 
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and a MACMM header analysis block for receiving the MACMM header position 
information data and checking fields of the MACMM header to output MACMM header 
state information data which represents state information of the MACMM header, 

wherein the MAC header analysis block receives the extension header state 
information data and the MACMM header state information data and generates the 
MAC state information data based on state information of the fields included in the 
MAC header except for the extension header and MACMM header, the state 
information of the extension header which is represented by the extension header state 
information data, and the state information of the MACMM header which is represented 
by the MACMM header state information data. 

9. Claims 4-9 are allowable by virtue of their dependency on claim 3. 

Response to Arguments 

10. Applicant's arguments with respect to claim2 and 13 have been considered but 
are moot in view of the new ground(s) of rejection. 

Conclusion 

1 1 . Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
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shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to HADI ARMOUCHE whose telephone number is 
(571)270-3618. The examiner can normally be reached on M-Th 7:30-5:00 and Fridays 
half day. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/H. A./ 

HADI ARMOUCHE 
Examiner, Art Unit 2132 

/Gilberto Barron Jr/ 

Supervisory Patent Examiner, Art Unit 2132 



